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Insider Fraud Trends
to Watch Out For

As fraud continues to evolve, we mustn't take our foot off the gas as we work on the
collective mission to protect our community against fraud and financial crime.

To help, we have explored four key insider fraud trends impacting organisations to
help you build out your internal fraud prevention strategy.

The explosion of bring
your own device (BYOD)
& wear your own device
(WYOD) Policies.

COVID-19 forced businesses globally to adopt
BYOD & WYQOD policies to accommodate the
sudden shift to remote working and as we adopt
a hybrid working approach, let's take a further
look at what this means for organisations.

BYOD & WYQOD are organisational policies that allow employees
to use their personal phones, laptops, smartwatches etc,, to
access company information and perform work tasks.

IN TODAY'S HYBRID WORKING ENVIRONMENT

HEI 8 2 0/ of companies let employees use their personal
O devices for work purposes, unsurprisingly,

45%
as BYOD can reduce IT costs by (o)

(Cybersecurity Insiders)

Despite boosting productivity by fuelling an always-on work culture, the security
risks posed are undeniable, as employees' devices are less secure and harder to
monitor for insider threats.

Consequently, insider fraud solutions have become a hot topic in board room
discussions, as IT, Fraud, HR and security teams state their case for better
solutions to protect their corporate networks.

Hybrid working has cemented itself as the new normal, creating further
opportunities for bad actors to use their personal devices for fraud and data
leakages. This leaves organisations with an important question to answer -
does the productivity benefits of BYOD and WYOD outweigh the insider threat
whilst building an insider fraud prevention strategy?

2| Global Regulations
and Compliance
Requirements

e

With an increasing number of organisations
falling victim to insider fraud as criminals
become more sophisticated, it's unsurprising
that government bodies are enforcing stricter
compliance regulations.

Today, organisations are mandated to implement robust
mitigation solutions to protect their customers, partners, and
their own data against insider fraud.

For instance, GDPR requires organisations to have strict policies
on data access and storage to avoid internal breaches and

collusion with external parties. Organisations that do not comply
can find themselves in a world of reputational and financial pain.

This year, organisations are starting to review and invest in
analytics-driven platforms that screen and monitor
transactions to detect suspicious activity for their
business-critical systems.

Fraud Detection and
Prevention Through
Advanced Machine
Learning (Ml) and
Artificial Intelligence (Al)
Technologies

Advanced technologies such as ML and Al play a
pivotal role in sustaining and growing corporations
in today's digitalised world, but did you know that
these technologies can be deployed to protect
organisations from insider fraud?

As fraudsters increasingly leverage sophisticated technologies to
access sensitive data, it's important that organisations shift away
from traditional processes such as audit files and adopt
automated insider fraud solutions. For example, network
monitoring stores user activity across business-critical systems
and identifies outlier behaviours in real-time to flag a potential
fraud case before it happens.

But the benefits of these technologies don't just stop there!
Al & ML can also help alleviate key pain points organisations
experience when investigating fraudulent activities, including:

0 MINIMISING INFORMATION OVERLOAD

caused by unconsolidated data making it harder to detect insider fraud.

REDUCING FALSE POSITIVES

due to outdated technology collecting fragmented behavioural patterns, leading to false fraud alerts.

e CLOSING THE GAP WITH FRAGMENTED DATA

to evidence and build a sufficient case against an 'internal bad actor'.

4| Migration to the Cloud

Year-on-year, more organisations are
migrating to cloud-based technologies.

The acknowledgement that legacy
processes and systems can't overcome
today's evolving fraud and risk threats
drives organisations to turn to the cloud.
However, it can be difficult for organisations
that aren't cloud-native to keep up,
especially if you don't know where to start.

Here are a few key areas to review when choosing your
cloud technology partner.

0 HOW ESTABLISHED AND KNOWLEDGEABLE IS THE PARTNER
WITH CLOUD TECHNOLOGY AND MIGRATION PROJECTS?

DO THEY UNDERSTAND THE REGULATIONS YOUR
ORGANISATIONS NEED TO ADHERE TO?

o

e HOW CAN THEY ENSURE THE SECURITY OF YOUR CLIENT'S DATA?

$

Bottomline is proud to be recognised in the industry
for our cloud-based Insider Fraud solution. Our fraud
and financial crime solutions are trusted by thousands
of financial institutions and corporates globally.

Speak to a team member today to see how we can help you
with your insider fraud prevention strategy.

Listen to our On-Demand Webinar series:

INSIDER FRAUD - THE GROWING THREAT

featuring industry experts from Banque Internationale a
Luxembourg (BIL), Quadrant Knowledge Solutions and Equifax'

LISTEN NOW

About Bottomline

< '
y BOHomllne® Bottomline® (NASDAQ: EPAY) makes complex business payments simple, smart and secure. Corporations

and banks rely on Bottomline for domestic and international payments, efficient cash management, automated

workflows for payment processing and bill review, and state of the art fraud detection, behavioral analytics and
Connect with us regulatory compliance solutions. Thousands of cqrporations around the world benefit from Bottomline solutions.

Headquartered in Portsmouth, NH, Bottomline delights customers through offices across the U.S., Europe, and

You Asia-Pacific.
For more information, visit www.bottomline.com

© Copyright 2022. Bottomline Technologies, Corporate Headquarters Europe, Middle East, Africa Asia Pacific Headquarters
Inc. All rights reserved. Bottomline®, Bottomline 325 Corporate Drive Headquarters Level 3,69-71 Edward Street
Technologies® and the BT logo are trademarks Portsmouth, NH 03801 1600 Arlington Business Park Pyrmont, Sydney NSW 2009
of Bottomline Technologies, Inc. and may be United States of America Theale, Reading, Berkshire RG7 4SA Australia

registered in certain jurisdictions. All other United Kingdom

- +1-603-436-
brand/product names are the property of their Phone: +1-603-436-0700

Tel: +61-2-8047-3700

! Toll-free: +1-800-243-2528 Tel (Local): 0870-081-8250 Fax: +61-3-9824-6866
respective holders. REV US030222KG Fax: +1-603-436-0300 Tel (Int): +44-118-925-8250 apac-info@bottomline.com
info@bottomline.com Fax: +44-118-982-2253

emea-info@bottomline.com


https://www.youtube.com/user/bottomlinetech
https://www.facebook.com/bottomlinetech/
https://www.linkedin.com/company/bottomline-technologies/
https://twitter.com/bottomlinetech
https://www.instagram.com/bottomlinetechnologies/
https://event.on24.com/eventRegistration/EventLobbyServletV2?target=reg20V2.jsp&eventid=3475700&sessionid=1&key=52181E264FFDDA16D5FF78BC183C40B9&groupId=3060875&sourcepage=register
https://pages.bitglass.com/rs/418-ZAL-815/images/CDFY21Q2BYOD2021.pdf

