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Executive Summary 
This is the 7th annual edition of the Treasury Fraud & Controls Survey underwritten by Bottomline 
and written and produced by Strategic Treasurer. 230+ finance and treasury professionals from 
corporations and banks around the world participated in this comprehensive survey sharing their 
thoughts and practices across many areas� 

For those who either remember broken records or those that have watched a video of what a 
broken record does, there are a few places where this report seems to be a repeat of last year 
and perhaps the year before� This is certainly true in some areas� The seriousness of fraud and 
the view that the criminals perpetrating these attacks and the companies suffering losses is 
quite real� We think the “skipping” of the record in these cases is instructive in that the pain and 
issue hasn’t gone away� Importantly, the same tune is played at a higher volume in some cases� 
Examine the four-year upward trend of respondents indicating a significantly more serious threat 
of fraud� The trend is useful information, and the increase in volume is an appropriate alarm�

The shift to working from home (WFH) is causing many companies to explore how the location 
of workers may increase the threat level, and their responses allow us insight into what they are 
doing in order to mitigate this risk� 

Banks seem to have been more diligent in their defenses since they appear to be performing 
better at preventing and detecting fraud than their corporate peers� There are several practices 
that show correlation with lower losses, and banks are outpacing corporates here too� 
Strengthening the “human firewall” through training and testing is one such area where we see 
correlation�

Faster Fraud. 
Sixty-two percent of respondents see the shift to RTP as a risk, speed being 
the top concern, followed by the rules and newness of these platforms�

Monitoring. 
One-third of companies use monitoring methods that detect potential fraud 
before payments are out the door� Prevention is superior to detection�

Continued Risks of WFH. 
With a deeper reliance on remote work, banks are experiencing a 
larger impact of risk exposure on internal factors� Four of the top 
six factors include increased risk exposure—directly or indirectly, 
intentional or not—resulting from employees’ actions�

CRAIG JEFFERY, 
FLMI, CCM

Founder & Managing Partner
Strategic Treasurer

OMRI KLETTER
Global VP, Fraud & Risk 

Management 
Bottomline

CHRISTOPHER GERDA
Risk & Fraud Prevention Officer 

Bottomline
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Business Email Compromise (BEC) Remains 
the Top Driver for Fraud Exposure. 

Eighty-seven percent of banks and 73% of corporates perceive 
BEC as the highest risk over the next 12-24 months.

Investigating Financial Crimes Takes a Front Seat. 
Sixty-seven percent of respondents indicated their plans to use network 
visualizations and analytics as part of their strategies to investigate 
financial crimes. Visualization is a superior method for identifying 
attack activities after the fact compared to audit trail information�

Fraud Controls. 
Eighty-eight percent indicated data security and 78% indicated 
employee education as current controls in place to prevent fraud� 
Eighty-five percent of respondents indicated that AP and AR are key 
areas for bolstering fraud prevention and control investments�

Thank you for taking the time to read through this information� For those who took the 
rather lengthy survey, thank you for your time and for helping out the industry� This input 
allows us to understand what is happening and what professionals are thinking and 
doing. Accordingly, we can then better understand the world of fraud based upon massive 
amounts of data rather than on limited knowledge from our direct exposure to this fraud�

Enjoy the read�

Additional 
resources 
related 
to this 
survey:

 ■ Infographic report

 ■ Webinar replay

Within the following pages, these icons indicate whether 

the questions were asked of corporate respondents, bank 

respondents, or both within the survey’s branching logic�

CORPORATE 

BANKS

https://strategictreasurer.com/webinar-2022-treasury-fraud-and-controls-survey-results/
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Key Finding Analysis
Comfort with security posture still comes 
with increasing concerns
The percentage of companies indicating that there is a significant increase in the threat level has expanded over the past four years. 
Twenty-nine percent of firms are now reporting this increase in severity. Concurrently, over half (59%) of respondents indicated that 
they believe their company is in a better net position with regards to their defensive posture and the threat they face� 

 ■ Twenty-nine percent have noted a significant uptick in significant threat. This escalation has expanded:  
 16% » 20% » 25% » 29% from the 2019 survey to the current one in 2022. 

 ■ The majority believe they are in a better position in a deteriorating environment� Fifty-nine percent of respondents  
 believe they are in a better or significantly better position on the security front as compared to last year. The  
 majority of respondents believe that they are in a good position despite the uptick in the seriousness of the threat�

In the past year, I think that the threat level of fraud has:

2020

62%

29%

56%

20%

57%

16%
25%

55%

84%

Significantly increased Increased

2019 2021 2022
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Nature of work has increased fraud exposures, but banks 
seem to be outpacing their corporate counterparts 
With many companies still in the work from home (WFH) environment, it is concerning that the work location 
was identified with higher attempts at fraud or fraud attacks that ended in a loss. Just over three in four firms 
(78%) noted this, with BEC and social engineering attacks making up the majority of the fraud attacks. 

The details behind this cover several significant fraud types:

 

Virtually no banks indicated that they had suffered losses from BEC, social 

engineering, etc�, suggesting possibly that education within these highly regulated, 

compliance-driven organizations have had an effect in stopping damage from forms 

of fraud that their corporate customers still suffer� If banks are doing a good job with 

awareness and education, it is reasonable to suggest that corporate payment professionals 

should understand what banks are doing and what they are telling their clients�

CONSIDER

Social Engineering

46%

22%

75%
70%

64%

73%

46%

28%

Corporates Banks

BEC Attempts Payment Diversion Ransomware
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Concerns that faster payments will lead to more fraud losses
The data shows that most companies have concerns that faster or real-time payments add potential risk into the payment processes� 
Two key drivers for this response have to do with the speed of the transactions and the relative newness of these faster payment 
platforms� 

 ■ Sixty-two percent see the shift to faster or real-time payments as a potential risk�   

 ■ Speed is the top reason given for this risk (73%). 

 ■ Rules and newness of real-time payment platforms are identified by 4 out 9 respondents.

Do you see the shift to faster / real 
time payments as a potential risk?

The potential risk is related to:  
(Select all that apply)

Unsure

No

Yes 62%

12%

26%

Speed of
 transaction

Newness of the 
platform(s)

Unfamiliarity
of the rules

7%

73%

44%

44%

Other
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AP/AR and treasury biggest recipients of fraud  
prevention spending 

Your peers involved in payments are highly likely to be spending more on fraud prevention, detection, and controls. Accounts 
payable and accounts receivable (85%) and treasury (70%) are all cracking open their digital wallets to better protect their payment 
processes� Naturally, their spending is also targeted at the higher fraud-frequency areas of exposure (BEC, transaction fraud, etc�)�

 ■ AP/AR (85%) and treasury (70%) are the payment areas where companies plan  
 to spend more on fraud prevention, detection, and controls� 

 ■ This tremendously outpaces areas like payroll (26%). 

The following represent areas where more is being spent for protection:

BUSINESS EMAIL COMPROMISE (BEC)    59%

BANK TRANSACTION FRAUD    52%

TRANSACTION CONTROLS    48%

BANK RECONCILIATION    37%

SYSTEM ASSESS    37%
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Visualizing financial crime 

If the maxim “what gets measured gets improved” is correct, then perhaps what is visualized gets better protection� Two-thirds of 
organizations are using or plan to use network visualization and analytics to investigate financial crime. This represents a significant 
increase in capabilities over the traditional “audit trail” process that companies have been accustomed to using to determine what 
went wrong in a fraud situation� 

 ■ Sixty-seven percent of companies have plans to use or consider the use of network visualization and analytics as  
 part of their strategy to investigate financial crime. 

 ■ Firms see greater value of visualization in identifying attack activities during and after the fact as compared  
 to simply capturing audit trail information�

Yes

67%

No

33%

Do you have any plans to consider the use of network visualizations and 
analytics as part of your overall strategy of investigating financial crime?
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More work left to be done before fraud 
Only 1/3rd of finance groups use payment monitoring to detect potential fraud before payments are out the door. We expect to 
see continued and more rapid growth of prevention and early detection services being employed over the coming years�

Do you utilize a payment monitoring solution that will detect potentially fraudulent  
payments BEFORE they leave the building?

Yes

49%

20%

31%

No Unsure
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Bank security services adoption 

Banks have been encouraging corporates and the world at large to adopt bank security services� Beyond offering direct services that 
prevent or detect fraud, they are also underscoring their emphasis on safety and security with the delivery of security education or 
training for their customers� Banks are pushing their clients hard in an attempt to increase the uptake of services, understanding, and 
training� Has this advocacy borne results? We argue that since banks have been the most consistent and vocal in pushing for the use 
of security services, education, and training, they are responsible for the encouraging movement in this area� 

 ■ Uptake: “Year of More”—23% employee training on detection and prevention (something banks have been  
 encouraging for some time)�

Of the controls you have in place, which have been added in the last year?  
(Select all that apply)

Multi-factor 
authentication 

on payment 
processes 

and/or network 
access

21% 14% 14%22%28% 23%

Employee 
training on 

detection and 
prevention

Bank 
account 
controls

Cross
training

Policy for 
signatory 
updates
(timely

manner)

Segregation
of duties
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More saying YES to AI/ML in fraud detection & prevention  
More than half of businesses are exploring, plan to implement, or HAVE implemented AI/ML technologies to detect and prevent fraud. 
AI/ML fraud prevention and detection has now passed the inflection point of adoption. However, more than 1/3rd have no plans to 
implement� 

What is your position regarding adopting the following technologies?

Fraud
prevention 

AI/ML

36%

49%
3%
11%

48%

34%
8%
9%

52%

33%
5%
10%

35%

46%
6%
12%

Fraud 
detection 

AI/ML

Fraud
prevention 
biometrics

Fraud
detection

biometrics

No plans to implement Exploring Plans to implement Implemented
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Final Thoughts & 
Action Items 
The following represent a mere handful of action items to consider and then implement as 
relevant� For those currently taking these steps—well done� For those who have much work to 
do, we encourage you to prioritize the list and put each of these elements on a roadmap for 
implementation� Getting something done every month or quarter is superior to making a huge 
list with an unreasonable timeframe that is missed� 

Making consistent and steady progress will substantially improve your organizational defenses� 
Importantly, it will help your team understand the continual nature of the journey and avoid a 
“destination” outlook of security� We must continue on the journey and avoid believing that we 
have arrived and can stop to rest�

 Sober and Concerned Attitude. 
Your corporate peers have continued to be more concerned about the growing levels of 

year-over-year “significant increase” in the threat level. This concern is based upon experience. 
Many of your peers feel they are in a better position with regard to this acceleration of 
fraud and its attendant concerns� We suggest that the concerned attitude about the overall 
situation be coupled with sober reflection about your organization’s overall position with 
regard to the threat. There is significant risk of being overconfident and only a minor risk if 
you underestimate your capabilities� Finally, to increase the somber attitude a bit more, even 
for those firms who are truly in a much-strengthened position now, if they don’t continue to 
improve, they will quickly fall below the standard of control and protection they seek to achieve�

 Assess Your Position. 
You want a realistic view of your controls and security� There are several ways to get there� 

Figure out what you need to do and then act� Your organization may do one thing or everything, 
but do something� 

 E Have an independent (external) review of your payment processes�
 E Benchmark your security processes, practices,  

 and position compared to your peers�
 E Do an internal review (self-assessment) of your control situation�
 E Determine your action plan and move forward�
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 Get Trained and Tested: Strengthen the Human Element. 
Upgrade staff with security training for payments� Firms where employees are 

trained on security experience lower loss levels by significant margins. This is one of the 
most obvious areas of focus for those who haven’t made this a consistent practice�

 Monitor the Situation of Fraud. 
Monitor your systems and points of exposure as if your money and data depend upon it� 

 E Assign specific people to specific fraud types and areas of security.  
 They should be accountable to the organization to understand what is  
 going on externally and bring that knowledge inside your organization�

 E Meet quarterly� Review issues and progress and update future plans�
 E Ensure you have system-level monitoring to identify potential issues before  

 information or funds have left your servers or banks� If you can add interdiction  
 services (medium firms and larger) to stop suspected processes  
 so that they must be reviewed, make that happen�

 Change the Default Setting: Using Security Services. 
Your banks and payment process providers offer security services and may 

be recommending them to your organization� They likely include some cost� These 
services need to be evaluated for applicability� Your default position when your bank 
or technology vendor offers services may be, “I won’t buy until and unless I am fully 
convinced�” This has probably served you and your company well in the past for any 
type of purchase. However, we invite you to take a different default position: “We will 
be generally in favor of security services and monitoring features unless it is obvious 
to us that they are not needed or we have better alternatives already in place�”

Have a 
concern or 
need the 
answer 
to a 
question?

CONTACT AN EXPERT.

Bottomline 
info@bottomline.com

Strategic Treasurer
info@strategictreasurer.com

mailto:info%40bottomline.com?subject=
mailto:info%40strategictreasurer.com?subject=
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Appendix
(Ambassadors & Respondents)

This next chapter of the report contains a subset of questions asked within the major sections of the 
2022 Treasury Fraud & Controls Survey. While this information is not made available to the general public, 

for those individuals that completed the survey, we have provided additional data and analysis� This is 
intended as a token of appreciation for those who take the time to make our market research so valuable� 

Although a significant amount of data is included in this appendix, we do not display the results from every 
question� However, individuals wishing for further analysis on any point of interest are encouraged to contact 

Strategic Treasurer for more information� Please reach out to Brian Cochrum at Brian@strategictreasurer.com. 

SURVEY
DEMOGRAPHICS

FRAUD EXPERIENCES
& EXPOSURES

SECURITY CONTROLS
& SPEND

FRAUD DETECTION 
& PREVENTION

EXCLUSIVE REPORT

HOW CAN I ACCESS THE FULL RESULTS?

Within the following pages, these icons indicate whether the questions were asked of 

corporate respondents, bank respondents, or both within the survey’s branching logic�

CORPORATE 

BANKS

Appendix Breakouts

mailto:brian%40strategictreasurer.com?subject=
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Demographics

Other

Financial Technology Provider

Communications / Media / Information Provider

Government

Service Industry

Business Services / Legal / Consulting

Construction

Hospitality / Travel / Transportation

Energy / Utility / Petroleum

Nonprofit

Information Technology

Insurance

Financial Services (non-banking, non-insurance)

Healthcare / Hospital / Health Services

Retail / Wholesale / Distribution

Academic (schools, universities)

Manufacturing

Banking
15%

8%

7%
7%

5%
5%
5%
5%

4%
3%
3%
3%
1%
1%
1%
1%

4%

21%

Middle East

Africa

India

Latin & South America

Asia-Pacific

Europe

North America (Canada / US / Mexico)

46%
33%

26%
23%

19%
19%

87%

What is your organization’s industry?

Which regions does your company operate in? (Select all that apply)
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> 25

11 to 25

7 to 10

4 to 6

3 or fewer

28%
9%
9%
10%

43%

How large is your global treasury organization, including analysts?
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Fraud Experiences 
& Exposures

Unsure

Significantly worse

Worse

About the same

Better

Significantly better

48%
35%

4%
0%

3%

11%

With regard to the threat level associated with fraud and considering our 
current security posture, we are in a(n)                           position as compared to 
last year.

Thinking of the last 12 months, please label your company's experience with 
each of the following:

IAT & SWIFT

Bank Account Takeover

Internal / Employee fraud

Ghost payroll / vendor fraud

Wire fraud (system access or credential theft)

Ransomware (data encryption)

System-level fraud (System Takeover)

Payment diversion (changing payment details on an invoice)

Cyber fraud (Information / Data theft / Malware / Virus installed)

Social Engineering by phone, email or text

Business Email Compromise (BEC), imposter fraud, CEO fraud

18% 63% 8% 2%10%

22% 64% 5% 0%8%

35% 38% 2%1% 23%

45% 37% 8% 0% 9%

46% 26% 2%1% 25%

56% 19% 2% 1% 22%

59% 32% 2% 1% 7%

61% 18% 2% 0% 19%

62% 12% 4% 2% 21%

74% 16% 2% 0%8%

75% 6%0%1%18%

No attempts Some attempt(s), no success Yes, we suffered a loss

Yes, we suffered a loss. At least one person was terminated or let go Unsure
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45% 43% 6%1%5%

58% 32% 2%0%7%

59% 17% 5% 2% 17%

69% 13% 1% 2% 15%

59% 23% 5%1%12%

77% 5%2%0%16%

60% 27% 2%2%9%

63% 13% 4%1% 19%

Ghost Card fraud

Fraudulent refunds

Expense fraud

ACH (Automated Clearing House) fraud

Card fraud (P-card)

Card fraud (T&E)

Check / cheque conversion fraud

Check / cheque forgery

No attempts Some attempt(s), no success Yes, we suffered a loss

Yes, we suffered a loss. At least one person was terminated or let go Unsure

Thinking of the last 12 months, please label your company's experience with 
each of the following:
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Does your organization allow wires to be processed to third party accounts 
which have not been processed by the accounts payable process?

None of the above

Other

Commercial solution

Manual solution

In-house built solution

Senior level staff attending 3rd party training

Principle of least privilege

Automated transaction monitoring

Reaction plan / incident management

Employee education / training at point of hire

Account / payment validation

Employee education / training at least annually

Data protection policies / data security
78%

77%
52%

44%
43%

37%
22%

19%
19%

17%
6%

2%

88%

Security Controls & Spend

What controls do you have in place to prevent fraud? (Select all that apply)

Other

No - all third party payments must be reviewed by accounts payable

Yes - no additional approvals are required

Yes - additional approvals are required

8%
39%

7%

47%
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We screen for sanctioned parties: (Select all that apply)

Have you inadvertently made a payment to or received a payment from a 
sanctioned party in the past 12 months? (Select all that apply)

None of the above

Unsure

Other

Someone outside the area to confirm

A change report to be automatically sent to specific
employees / management

Change information is forwarded to the employee indicating a
change has been made

An audit trail is accessible by people other than those making the changes

Dual controls for all changes

36%

22%

19%

9%

35%

2%

4%

42%

Other

Using a Treasury Aggregator or compliance solution
as payments are executed

In treasury system (TMS / ERP) before payments
are processed / generated

We do not screen. Our processing bank is the first party / place
that would identify any sanctioned parties

In the base / core payment systems before master
record is established

36%

28%

13%

13%

38%

No sanctioned party activity

Unsure

Received a payment

Made a payment

3%
22%

75%

4%

For master record changes on Employee (EE) records, we require: 
(Select all that apply)
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Staff and Personnel. We perform background checks to 
include credit history:

None of the above

Unsure

Biometrics (fingerprint, iris, facial)

Tokenization (replacing confidential information with a token)

Encryption (at rest) of confidential information

Point to Point encryption (data in transit)

Tokens (physical or digital - i.e. key fob or USB)

63%
63%

49%
29%

14%
3%

74%

Are you using any of the following access or security methods: 
(Select all that apply)

52% 13% 16% 19%

34% 10% 21% 36%

34% 8% 21% 37%

Initial only Initial and recurring Unsure Not Applicable

Contractors in finance / treasury

Temporary workers in finance / treasury

Employees in finance / treasury

What are your spending plans for treasury fraud prevention, 
detection, and controls?

Unsure

Spend significantly more

Spend more

Spend about the same

Spend less than prior years

51%
23%

3%
21%

3%
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Fraud Detection & Prevention

Does your organization have a centralized location where suspicious 
or fraudulent activity can be reported to a group who investigates it?

How often are your banking resolutions reviewed / updated?

Does your organization utilize third party software to detect malicious 
emails seeking to download viruses/malware or containing phishing links 
to external websites?

Unsure

No

Yes

5% 22%

75%
20%

Unsure

No

Yes

26%

67%
7%

Unsure

Only review specific legal entity that changes apply to

All legal entities reviewed as changes occur to any entity

All legal entities are reviewed annually or more frequently

28%
23%

11%

38%

Our company allows treasury to use their own mobile device for: 
(Select all that apply)

None of the above

Other

Transaction initiation (example wires)

Transaction approval (example wires)

Information viewing (reports & analytics)

Receiving notifications and alerts

Email access

50%
35%
35%

18%
4%

20%

70%
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Survey - Bank Respondents

Thinking of the last 12 months, please label your company's experience with each 
of the following:

Ransomware (data encryption)

System-level fraud (System Takeover)

Cyber fraud (Information / Data theft / Malware / Virus installed)

Payment diversion (changing payment details on an invoice)

Ghost payroll / vendor fraud

Wire fraud (system access or credential theft)

Bank Account Takeover

Business Email Compromise (BEC), imposter fraud, CEO fraud

Email compromise

Social Engineering by phone, email or text
3% 62% 13% 0% 23%

5% 51% 15% 0% 28%

8% 38% 26% 0% 28%

13% 46% 10% 0% 31%

15% 38% 26% 0% 21%

18% 26% 8% 0% 49%

23% 33% 13% 0% 31%

23% 33% 8%0% 36%

23% 54% 3% 0% 21%

36% 26% 3% 0% 36%

No attempts Some attempt(s), no success Yes, we suffered a loss

Yes, we suffered a loss. At least one person was terminated or let go Unsure

What do you perceive as your greatest fraud risk over the coming 12-24 
months? (Select up to three)

Insider Fraud

Deposit Fraud

Application Fraud

Brute Force Attacks

Check Fraud

Account Takeover (Credential stuffing, etc.)

Business Email Compromise/ Authorized Fraud

44%
31%

23%
18%

13%
8%

87%



© 2022 Strategic Treasurer. All rights reserved. 26TREASURY FRAUD & CONTROLS SURVEY REPORT

Employ user monitoring software

Maintain updated antivirus software & firewall

Only using secure networks & encrypting data at rest and in transit

Timely reconciliations (preferably same-day, definitely within 1 week)

Implement dual controls / multifactor authentication wherever possible

Regular internal training & testing (i.e. on how to identify suspicious emails)

Leverage payment controls such as Positive Pay, ACH debit block, etc.

68%
65%

52%
42%

32%
23%

77%

Remote work environments increase the risk of internal fraud, policy violations 
and brand reputation, what has your organization done to decrease its risk? 
(Select all that apply)

What are the top three security practices or tools you wish all your 
clients used but that many are not currently leveraging?

No changes since the onset of the remote work period

New monitoring and alerting tools for insider risks

Increased authentication measures

Restricted access and increased controls

47%
44%

19%

66%

How do you help your corporate clients detect and prevent fraud?

None of the above

Other

Unsure

We provide video training and education to our clients

We provide in-person training/education sessions

We require certain banking/control services

We educate our clients systematically through our calling officers

We contact our clients when we have a transaction alert that
we suspect to be high risk

We provide online training

We educate our clients through written materials

74%

71%

61%

58%

42%

6%

3%

0%

52%

81%
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Bottomline (NASDAQ: EPAY) makes complex business 
payments simple, smart, and secure� Corporations and 
banks rely on Bottomline for domestic and international 
payments, efficient cash management, automated workflows 
for payment processing and bill review, and state of the 
art fraud detection, behavioral analytics and regulatory 
compliance solutions� Thousands of corporations around 
the world benefit from Bottomline solutions. Headquartered 
in Portsmouth, NH, Bottomline delights customers through 
offices across the U.S., Europe, and Asia-Pacific.

Strategic Treasurer was founded in 2004 by Craig Jeffery, 
a financial expert and trusted advisor to executive treasury 
teams since the early 1990s. Partners and associates of 
Strategic Treasurer span North America and Europe.

This team of experienced treasury specialists are widely 
recognized and respected leaders in treasury� Known for 
their expertise in treasury technology, risk management, 
and working capital as well as other cash management 
and banking operations, they efficiently identify issues, 
creatively explore ideas and options, and provide effective 
solutions and implementations for their valued clients�

+1 800.243.2528 (US)
+44 118 925 8250 (EMEA)
bottomline.com
info@bottomline.com

+1 678.466.2220
strategictreasurer.com
info@strategictreasurer.com

About the Firms

http://strategictreasurer.com
http://bottomline.com  
http://bottomline.com  
mailto:info%40bottomline.com?subject=
https://twitter.com/StratTreasurer
https://www.linkedin.com/company/218873
https://www.youtube.com/c/strategictreasurer?sub_confirmation=1
http://strategictreasurer.com
mailto:info%40strategictreasurer.com?subject=
https://twitter.com/bottomlinetech
https://www.linkedin.com/company/bottomline-technologies
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