& Bottomline
N Technologies.

A
e
l-rl'l ]

k
e
F ol

=y 5
- ] - W

i |hF“ .
a '." L
1‘:|.- .'h-I"'

"'.:-?a my
n8|b|hty

"' A mythbusting guide to Fraud: Part 3
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With the frequency and scale
of fraud occurrences on the rise,
reducing risk now needs to be

CVEryoNe's respcﬂs@ty.

Unfortunately, this message is rarely acknowledged and many companies
fail to push the need for collaboration to increase awareness, surveillance
and diligence. Instead, responsibility is often assigned to a single individual
or team. This typically narrows a company’s ability to deploy the most
appropriate and effective preventative methods.

HR, IT, Finance and the Audit team all need to collaborate
and work together as an effective unit in order to successfully
protect the business.
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Why it’s not just a role for the Finance team

Responsible for the fundamental end to end process of paying and getting paid, the Finance
team play a massive role in identifying the different types of fraud risk an organisation may be
susceptible to. Their central position and processes extend out into other departments which
means they have the opportunity to collaboratively monitor and report on fiscal operations
across the business. However, this also puts them at most risk. According to a KMPG survey,
the typical fraudster is actually likely to work in Finance and be fully aware of the systems in
play. This gives them unparalleled insight and awareness into the biggest loopholes and weak
areas to exploit.

Why it’s not just a role for the Audit team

The Audit team’s role is to ensure the business is complying with relevant regulations and
legislation. In this posttion, it has the ideal perspective 1o evaluate and scrutinise company
activity. Of course typically, auditors will only uncover fraud after it has been committed
and have little means to prevent it. However, the audit team can play an integral role in both
identifying and analysing common targets and trends that have the potential to influence
change in areas more commonly at risk.

Why it’s not just a role for IT

Most commonly thought of as the department responsible for providing the defences
to the corporate fortress, it is true that the [T team play an essential role in the detection
and prevention of fraud — but their scope is limited. While external threats certainly pose
a challenge, the biggest threat to any business comes from within. If [T is aligning to old
processes, or security and access levels have not been maintained, then departments
must work together to strengthen and update workflows and approval processes using
modern technology.

3

(4%

of fraud cases involved
the exploitation of
weak Internal controls
Dy fraudsters.

Source: KPMG Report

61%

of CEOs are concerned
about cyber security.

Source PWC Report
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When operated effectively, Human Resources (HR) can play an integral role in the
management and prevention of fraud. To deter internal opportunists, HR should be regularty
involved in devising a series of communications which clearly state the processes in place
to identify, report and investigate suspicious behaviour and highlight the consequences of
such actions. Communication is an essential tool in the fight against intemal fraudsters.

1 In 5 employees are not
aware of the existence
of a formal ethics and
compliance programme.

Source PWC Report
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| eading by
example

Defining where the buck stops on fraud has taken centre-stage in the headlines recently as
newly announced government proposals are set to make the boardroom more accountable.

This news will undoubtedly jump start an increase in corporate due diligence and executive
teams must now ook at the entire organisation to help reduce fraud risk. Implemented
correctly, an enhanced culture of corporate vigilance will ensure the responsibility of applying
appropriate security and anti-fraud measures extends beyond one team or individual.

Business leaders will also now be forced to balance anti-fraud investment,

an item which may have suffered previously as a result of cost cutting.

For today's smarter fraudsters, weak controls and fewer resources provide

an ideal opportunity for exploitation. If cost cutting really is necessary, then

it must be carefully balanced with risk management as short term savings have
the potential to expose the business to further risk, resulting in long term losses
If not managed effectively.
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Your mythbusting guide to fraud aims to help you dispel the
common myths surrounding fraud today and set you on the right
path of prevention and detection to safeguard your business.
Read part 4 now: ['ve got a great firewall, its fine.
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About Bottomline Technologies

Bottomline Technologies (NASDAQ: EPAY) helps businesses pay and get paid. Businesses and

banks rely on Bottomline for domestic and international payments, effective cash management tools,
automated workflows for payment processing and bill review and state of the art fraud detection,
behavioural analytics and regulatory compliance. More than 10,000 corporations, financial institutions,
and banks benefit from Bottomline solutions. Headquartered in Portsmouth, New Hampshire, we delight
our customers through offices across the United States, Europe, and Asia-Pacific.

For more information, visit www.bottomline.com
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325 Corporate Drive 115 Chatham Street Level 3, 69-71 Edward Street
Portsmouth, NH 03801 Reading, Berkshire RG17JX Pyrmont, Sydney NSW 2009
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Phone: +1 603.436.0700 Tel (Local): 0870 081 8250 Tel: +61 2 8047 3700
Toll-free: +1 800.243.2528 Tel (Int): +44 118 925 8250 Fax: +61 3 9824 6866
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'‘Bosses coulo
face jall for faillure
to prevent fraud’

BBC News Reports. Sept 2016
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