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Executive Summary

Swift users are obligated to carry out an independent assessment annually when self-attesting to the Customer Security
Programme. These can be done through either:

. Internal assessment carried out by the company’s second- or third- line of defence such as the users’ internal compliance, internal
risk of internal audit departments (independent from the first line of defence function submitting the attestation);

or

. External assessment carried out by an independent external organisation with cyber security assessment experience and individual
assessors who have relevant security industry certification.

As a minimum, the ‘Community Standard Assessments’ must cover all mandatory controls in the latest version of

the Customer Security Controls Framework (CSCF) that are applicable based on a user’s CSP architecture type and
infrastructure. Users that have attested against advisory controls may also consider asking the assessor to include these in
the evaluation.

As part of our continuous efforts to support our clients in meeting their obligations, Bottomline has partnered with A Jolly
Consulting, to help facilitate the process for our customers.

The purpose of this document is not to explain the CSP, but to provide a simplified summary of what the controls mean, and
how we can help you. We strongly encourage your teams read Swift published documentation for full technical descriptions.

Bottomline Summary

We fully support the rationale behind the CSP and welcome the ‘raising of the bar’ when it comes to payment security. We
strongly recommend that you embrace the initiative not as a tick-box exercise but to genuinely ensure your standards are
increased.

Cyber fraud sits in a fast-paced and evolving environment. Securing payments is becoming more critical than ever before.
It is our expectation that this programme will continue to evolve as new threats emerge and weaknesses come to light;

meaning new controls, and the promotion of advisory to mandatory will likely continue as we have seen before.

Swift customers are responsible for reviewing infrastructure and meeting control standards.



Section 1

Restrict Internet Access and Protect Critical
Systems from General IT Environment

1.1 Swift Environment Protection

Mandatory Control Bottomline supports
CSP compliance

What does it mean?
. . . ) « Bottomline helps me
Segregating Swift related components from non-Swift across the environments. ask the right questions

What can you learn from Bottomline to meet this control?

As a bureau client, we ensure our corporate infrastructures are completely segregated
from Swift related, to ensure compliance. Assurance can be provided by Bottomline
through internal audit reports.

What else should you do to meet the control?

Ask your IT teams to check how you connect, and how Users access the systems. You
must ensure you have a separate segregated connection in place into the bureau. e.g.
SFTP connection must be separated.

1.2 Operating System Privileged Account Control )
i . Bottomline supports
Mandatory Control (Advisory for Type B Architecture) CSP compliance

What does it mean? « Bottomline helps me
ask the right questions

. Limit access and control of operating system level accounts like “Administrator” or “Root”.
What can you learn from Bottomline to meet this control?

. We ensure that usage of OS level privileged accounts is strictly limited and controlled as
per Swift guidelines in our bureau infrastructure.

It remains client responsibility for on-premise deployment.

What else should you do to meet the control?

Ask your IT teams and check the usage of OS privileged accounts along with supporting
policies and procedures.

.
« Bottomline supports

1.3 Virtualisation Platform Protection CSP compliance

Mandatory Control
v Bottomline helps me

. ask the right questions
What does it mean?

Ensure that virtual machines hosting Swift related components are
appropriately protected.



What can you learn from Bottomline to meet this control?

. We ensure that virtual servers are protected to the same level as physical servers and are
in line with Swift guidelines for our bureau infrastructure.

. It remains client responsibility for on-premise deployment.

What else should you do to meet the control?

. Ask your IT teams and check the virtual machines hosting Swift related components are
protected to at least the same level as physical servers.

2025 Update:

. Control 1.3 is now Advisory for Architecture B.

1.4 Restriction of Internet Access
Mandatory Control

What does it mean?

. Limit internet access for all components within the ‘secure zone’ and PC’s connecting to
the secure zone.

What can you learn from Bottomline to meet this control?

. We ensure that internet access is restricted on all Swift related components as per Swift
guidelines in our bureau infrastructure.

. It remains client responsibility for on-premise deployment.

What else should you do to meet the control?

. Ask your IT teams to restrict access to the internet for all components within the secure
zone and those PC'’s connecting to it.

1.5 Customer Environment Protection
Mandatory Control for Architecture Type A4

What does it mean?

. Protect via segregation, the customer’s connectivity from external risk and other devices
within the IT environment.

What can you learn from Bottomline to meet this control?

. We ensure that the connectivity of the customer on all Swift related components
is protected as per Swift guidelines for our bureau infrastructure.

. It remains client responsibility for on-premise deployment.

What else should you do to meet the control?

. Ask your IT team to configure your connector server in its own VLAN network,
and/or only allow connections from expected devices, blocking all other internal
and external connection with a firewall.

Bottomline supports
CSP compliance

Bottomline helps me
ask the right questions

Bottomline supports
CSP compliance

Bottomline helps me
ask the right questions



Section 2

Reduce Attack Surface and Vulnerabilities

2.1 Internal Data Flow Security
Mandatory Control

What does it mean?

. Ensure data exchanged between operator and Swift related components is protected for
confidentiality, integrity and authenticity.

What can you learn from Bottomline to meet this control?

A2/A3 - We activate cryptographic algorithms between components

What else should you do to meet the control?

Ask your IT teams to enforce usage of cryptographic protocols wherever they are available
(Web browsers, file transfers, etc.).

2025 UPDATE

2.2 Security Updates
Mandatory Control
What does it mean?

Reduce the risk of attacks and fix known vulnerabilities by applying security patches.

What can you learn from Bottomline to meet this control?

Regular deployment of security patches from third-party vendors, compliance with latest
security updates from third party components (e.g. database). Automatic deployment of
Windows updates.

What else should you do to meet the control?
Ask your IT for regular deployment of security patches from third-party vendors and
upgrade your systems to the versions allowing to apply latest security patches and
automatic deployment of Windows updates.

2025 Update - Expiration of Windows 10 Support:

. Support for Windows 10 expires in October 2025. Swift users have always had to prove
that all software in use in the Swift secure zone is still under vendor support.

2.3 System Hardening v
Mandatory Control

What does it mean? v

. Reduce the risk of attacks by applying best practices and security guidance for systems
configuration.

Bottomline supports
CSP compliance

Bottomline helps me
ask the right questions

Bottomline supports
CSP compliance

Bottomline helps me
ask the right questions

Bottomline supports
CSP compliance

Bottomline helps me
ask the right questions



What can you learn from Bottomline to meet this control?
Bottomline performs system hardening as standard in our bureau environments.
Available on request for Bureau services is our SSAE16 / ISAE3402 audit reports.
What else should you do to meet the control?

Ask your IT to apply industry best practices and Swift recommendations.
Ensure segregation of duty and “need to know” access. Disable unnecessary services
or accounts, remove default passwords.

2025 UPDATE

2.4a Back Office Data Flow Security
Advisory Control

What does it mean?
Purpose of control type is to protect confidentiality, integrity and availability of data.
The scope has removed any references to customer connector.

What can you learn from Bottomline to meet this control?

. As a bureau, we provide options to interface your applications securely (e.g. MQ over
SSL, SFTP file transfer, etc.).

SAA Customers — can utilise Bottomline's Secure Data in Transit, which will
authenticate the file transfer.
What else should you do to meet the control?

. Speak with your Bottomline Account Manager to confirm Secure Data in Transit
service is enabled.

Ask your IT teams to enforce usage of secure protocols to interface back-office
applications.
2025 Update:

. The revision process for Control 2.4A continues and some elements will become
mandatory in 2026. For 2025 clarity is provided that hardware outside of the CSP
Secure Zone can still be in scope.

2.5a External Transmission Data Protection

Advisory Control

What does it mean?
Protect data confidentiality when extracted out of the Swift infrastructure for backups
or archiving.

What can you learn from Bottomline to meet this control?

Only backed up data is taken out of the secure zone, and it is encrypted.

What else should you do to meet the control?

Ask your IT teams to enforce usage of encryption algorithms for all data moving out
of the secure zone. Define supervised processes and ‘Need to Know’ access when
extracting data.

« Bottomline supports
CSP compliance

« Bottomline helps me
ask the right questions

Authentication/signature
for a FIN message,
enabling end to end
authentication for a
transaction or file using
Swift Alliance Access
(SAA) or Gateway.

Bottomline supports
CSP compliance

+ Bottomline helps me
ask the right questions



2.6 Operator Session Confidentiality and Integrity
Mandatory Control

What does it mean?

. Ensure confidentiality and integrity of user’s sessions connecting to the Swift infrastructure.

What can you learn from Bottomline to meet this control?

. Bottomline ensures secure sessions by using SSH protocols for all Swift components
access and enable inactivity lock-out of sessions.

What else should you do to meet the control?

. Ask your IT teams to enforce usage of encryption algorithms and session timeout for all user
sessions.

2025 UPDATE

2.7 Vulnerability Scanning
Mandatory Control

What does it mean? v
. Identify known vulnerabilities within the local Swift environment by implementing a regular
vulnerability scanning process.
What can you learn from Bottomline to meet this control?
. Covered by Swift SIP accreditation. Bottomline performs regular vulnerability checks and
penetration testing internally, or by external auditor that meet the requirements of Swift.
What else should you do to meet the control?

. Ask your IT to advise what regular vulnerability scanning and penetration testing is carried
out on Swift components.

2025 Update:

. Control 2.7 now states that vulnerabilities must be scanned at both operating system level,
as well as the Swift-related application level.

2025 UPDATE

2.8 Outsourced Critical Activity Protection v
Mandatory Control

What does it mean? v
. Ensure the protection, in line with the CSCF, of the user’s Swift infrastructure from risks

exposed by the outsourcing of critical activities.
What can you learn from Bottomline to meet this control?

. Bottomline is compliant with the Swift SIP requirements. Bottomline defines an SLA as part
of the contract with its customers and undertake annual audit of its bureau services. We
undertake annual vendor risk management program for all key/critical vendors.

Bottomline supports
CSP compliance

Bottomline helps me
ask the right questions

Bottomline supports
CSP compliance

Bottomline helps me
ask the right questions

Bottomline supports
CSP compliance

Bottomline helps me
ask the right questions



What else should you do to meet the control?
Ensure SLA and risk assessment is in place with other third parties, to comply with
Bureau SIP / CSP accreditations.

2025 Update:

Clients now need to provide three elements for each service provider in scope or for
each service provider or outsourced agent involved in Swift. Namely:

- A service level agreement (SLA)
- A non-disclosure agreement (NDA) or Contractual Confidentiality Terms

- A current risk assessment

2025 UPDATE

2.9 Transaction Business Controls
Mandatory Control

What does it mean?
Ensure that message processing (transactions) are conducted within expected
bounds and limits.

What can you learn from Bottomline to meet this control?
Provide access for RMA housekeeping.

Transaction anomaly detection is used to identify suspicious payment messages out
of expected bounds and limits before sending into the Swift network.

Message or payment reconciliation.

What else should you do to meet the control?

Check and review your RMAs and ensure they are still relevant and still current.
Remove any redundant agreements.

2025 Update:

Control 2.9 now states that this relates to business controls rather than controls on
specific Swift components. Controls may exist outside of Swift components.

BOTTOMLINE RISK SOLUTIONS

Bottomline supports
CSP compliance

Bottomline helps me
ask the right questions

Detect, Investigate and Protect Against Internal and External Threats

Take a proactive approach to risk management while removing complexity and enabling compliance.

Find Out More



https://www.bottomline.com/risk-solutions
https://www.bottomline.com/risk-solutions

2.10 Application Hardening
Mandatory Control

What does it mean?

Ensure all applications within the scope of the CSP are appropriately hardened.

What can you learn from Bottomline to meet this control?

. We ensure that all applications within the bureau infrastructure including disabling all
non-critical features, capabilities and functions.

It remains client responsibility for on-premise deployment.

What else should you do to meet the control?

. Ask your IT teams and check that all applications have been hardened including the
disabling of all non-critical features/capabilities.

2025 UPDATE

2.11a RMA Business Controls
Advisory Control

What does it mean?

Ensure business transactions are restricted to effective business counterparties.

What can you learn from Bottomline to meet this control?
. Provide Access for RMA.
Perform regularly due diligence on RMA and ensure obsolete counterparties are removed.

It remains client responsibility for on-premise deployment.

What else should you do to meet the control?
Ensure periodic due diligence is performed on all RMA.

Obsolete RMA’s are removed in a timely manner.

2025 Update:

All RMA restrictions need to be created, reported and maintained in the Swift Central RMA
Portal.

Bottomline supports
CSP compliance

Bottomline helps me
ask the right questions

Bottomline supports
CSP compliance

Bottomline helps me
ask the right questions
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Section 3

Physically Secure the Environment

3.1 Physical Security

Mandatory Control

What does it mean?
Prevent unauthorised physical access to sensitive equipment, workplace environments,
hosting sites, and storage.

What can you learn from Bottomline to meet this control?

The Bottomline bureau restricts physical access to the Swift infrastructure to authorised
personnel or, when absolutely required, to other parties accompanied by authorised
personnel as per SIP requirement. Badge and/or biometric access controls is in place.

What else should you do to meet the control?

Verify physical security access controls are in place for local Swift infrastructure.

Section 4

Prevent Compromise of Credentials

4.1 Password Policy
Mandatory Control

What does it mean?

. Implement complex passwords and password policies for Swift components.

What can you learn from Bottomline to meet this control?

Password policy is in place with enforcement through Active Directory policy and Swift
interface password policy for complexity definition.

What else should you do to meet the control?

Ask your IT to verify this policy is in place.

11
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4.2 Multi-factor Authentication

Mandatory Control

What does it mean?

. Implement a Multi-Factor Authentication (MFA) solution for all user and administrator
access to Swift applications and infrastructure components.

What can you learn from Bottomline to meet this control?

. Bottomline operates a Multi-Factor Authentication solution for both end users &
administrators, and for access by Bottomline personnel (see images below).

What else should you do to meet the control?

. Speak with your Bottomline Account Manager to confirm Multi-Factor Authentication is
enabled for the service bureau.

. Review internal controls with IT & security teams.

Bottomline Solution

Multi-factor authentication is used for interactive user access to Swift - related
applications and operating systems accounts, with choice over MFA solution.

Verification code

ENTER THE CODE WHEN PROMPTED

484532 cmmm

Name@company.com

Add account

Bottomline supports
CSP compliance

Bottomline helps me
ask the right questions



Section 5

Manage Identities and Segregate Privileges

5.1 Logical Access Control
Mandatory Control

What does it mean?
The use of industry good practice in the implementation and management of user
access controls (access rights, password complexities, expiry, review, audit etc.).
What can you learn from Bottomline to meet this control?

Bottomline operates a set of good practice controls that provide the required level
of user account management, such as: segregation of duties, appropriate privileges
allocation, access reviews, reporting on access, 4 eyes. Access is compliant with
Bottomline’s policies. This is also covered by Bottomline Swift SIP accreditation.

What else should you do to meet the control?

Check with IT and Operations that internal policies and processes are in place to
manage (and review) any user access linked to Swift operations.

Implement a review process to ensure Service Bureau users have appropriate and
required access.

5.2 Token Management
Mandatory Control

What does it mean?
Procedures and policies should be in place to manage the tokens and supporting
infrastructure, to cover new users, removing a user and auditing the process.

What can you learn from Bottomline to meet this control?

. Bottomline operates a multi factor authentication solution for both end users and all
access by Bottomline personnel.

What else should you do to meet the control?

Speak with your Bottomline Account Manager to confirm Multi-Factor Authentication
is enabled.

. Check with IT and Ops that internal polices and processes are in place to manage
any user tokens linked to Swift access.

5.3A Staff Screening Process
Advisory Control

What does it mean?

Ensure adequate background checks are carried out on staff in key operations areas,
these should be done as part of the hiring process and repeated 12/24 months.

13
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What can you learn from Bottomline to meet this control?
Bottomline ensure that background checks are carried out on staff in key operations
areas. Each employee has to renew their chart every year. Also part of Bottomline’s Swift
SIP accreditation.

What else should you do to meet the control?

Ask your Security & HR teams to verify the procedure is in place. and processes are in
place to manage any user tokens linked to Swift access.

5.4 Physical and Logical Password Storage
Mandatory Control
What does it mean?

. Ensure that any recorded passwords are securely stored with formal access control.

What can you learn from Bottomline to meet this control?
Bottomline operates a set of good practice controls that provide the required secure
storage and access controls for such passwords.

What else should you do to meet the control?

Check with IT and Security Departments to ensure that internal policies and processes are
in place to securely store such user and password details.

Section 6

Detect Anomalous Activity to Systems or Transaction Records

6.1 Malware protection
Mandatory Control
What does it mean?
Ensure that suitable anti-malware (anti-virus) software is installed on all Swift related
systems. Applicable to Windows machines only.
What can you learn from Bottomline to meet this control?
Bottomline has deployed anti-malware and anti-virus tools within its corporate and hosted
Swift infrastructures, which is routinely updated. Also part of Swift SIP certification.
What else should you do to meet the control?

Check with IT and Security Departments to obtain details of anti-malware tools/
applications that are deployed within the infrastructure linked to Swift operations.

Bottomline supports
CSP compliance

Bottomline helps me
ask the right questions

Bottomline supports
CSP compliance

Bottomline helps me
ask the right questions
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6.2 Software Integrity
Mandatory Control

What does it mean?

A check needs to be performed on all Swift related applications to ensure they have not been
tampered with.

What can you learn from Bottomline to meet this control?

. Bottomline utilises technologies built into the messaging interfaces (SAA) to ensure no code
change or manipulation, also using anti-malware to detect software changes and identify
events that would indicate the manipulation of the infrastructure.

What else should you do to meet the control?

Check with IT and Security Departments to obtain details of any software integrity tools (+
supporting policies & processes) that are deployed within the infrastructure linked to Swift
operations.

6.3 Database Integrity
Mandatory Control

What does it mean?
A check needs to be performed on the database of the Swift messaging interface to ensure
that it has not been tampered with.

What can you learn from Bottomline to meet this control?
Bottomline utilises technologies built into the messaging interfaces and supporting
databases, to identify events that would indicate the manipulation of the database.

What else should you do to meet the control?

Check with IT and Security Departments to obtain details of any software integrity tools (+
supporting policies & processes) that are deployed within the infrastructure linked to Swift
operations.

15
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6.4 Logging and Monitoring
Mandatory Control

What does it mean?

. Monitoring and alerting capabilities are needed to detect anomalous actions and
operations within the local Swift environment.

What can you learn from Bottomline to meet this control?

. Monitoring of systems and infrastructure is routinely carried out.

. Pro-active Transaction and Behaviour anomaly detection is used to identify suspicious
payment messages and stop them before sending into the Swift network.

What else should you do to meet the control?

. Connect with your Bottomline Account Manager to explore tailored solutions that can
support compliance.

. Check with IT and Security Teams to obtain details of any additional security monitoring
and alerting tools deployed within your infrastructure linked to Swift operations.

6.5a Intrusion Detection
Advisory Control

What does it mean?

. Monitor network traffic and access to detect and contain unusual or unauthorised traffic/
access, with supporting policies and procedures.

What can you learn from Bottomline to meet this control?

. Bottomline operates a range intrusion detection and prevention technology, on application
servers and within the network infrastructures. Also covered by Swift
SIP accreditation.

What else should you do to meet the control?

. Check with IT and Security Departments to obtain details of existing technology
(+ supporting policies and processes) deployed within the infrastructure linked to
Swift operations.

Bottomline supports
CSP compliance

Bottomline helps me
ask the right questions
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Section 7

Plan for Incident Response and Information Sharing

7.1 Cyber Incident Response Planning
Mandatory Control

What does it mean?
To ensure a customer is prepared to respond to a cyber incident, it should include
the real life scenarios already published and cover (as a minimum) the key steps/
elements that Swift have identified.

What can you learn from Bottomline to meet this control?

. Bottomline operates its own cyber incident response plan as part of its corporate
operations.

Help provide forensic copy of suspicious activity for evidence of fraud through
Replay functionality or reports.
What else should you do to meet the control?

. Connect with your Bottomline Account Manager to explore tailored solutions that
can support compliance.

Contact your IT, Security and Business Continuity teams to advice on current plans
and the mandated requirement from Swift.

7.2 Security Training and Awareness
Mandatory Control

What does it mean?

. All staff should be aware of and fulfill their security responsibilities, both new and
existing. Perform regular awareness activities and maintain security knowledge
through additional training and learning activities

What can you learn from Bottomline to meet this control?

Bottomline already operates a programme of security training as part of the staff
induction process and annual refresher training.

What else should you do to meet the control?

Contact your Security team to obtain details of current security training within your
organisation and to advise of the Swift mandated requirement.
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7.3a Penetration Training
Advisory Control

What does it mean?

. Carry out testing of the Swift related infrastructure, at least annually, to check for
vulnerabilities.

What can you learn from Bottomline to meet this control?

. Bottomline regularly undertakes internal vulnerability tests or external penetration tests.
The results are then assessed and addressed. As part of our continuous improvement
programme and in-line with good-practice and Swift mandates we are working with our
customers to increase the levels of security, encryption and authentication.

What else should you do to meet the control?

. Check with IT and Security Departments to obtain details of any such testing program
that is currently being used, along with existing policies and processes (linked to Swift
operations).

7.4a Scenario Risk Assessment
Advisory Control

What does it mean?

. The Swift related and Ops should be risk assessed, to identify risks, potential impact,
likelihood and identify mitigating actions.

What can you learn from Bottomline to meet this control?

. Bottomline’s operations and infrastructure are regularly risk assessed by the operational
business lines, with the oversight of our global CISO organisation and our corporate Risk,
Governance, Security, and Compliance Committee. This is being expanded to include
specific Swift Scenario Risk Assessments in line with the controls framework.

What else should you do to meet the control?

. Advise your Security and Risk Department(s) to advise them of this Swift advisory and
review current Risk Assessments in line with the program.

Bottomline supports
CSP compliance

Bottomline helps me
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Recommended Next Steps

1. Review the Swift CSP documentation, understand any operational
gaps your organisation may have. If you require assistance with
this review, please let Bottomline know and we may be able to
guide you further with our ‘CSP Attestation Review’.

2. Implement any changes to process and update technology
Should you have any as needed to ensure compliance with all mandatory controls.
questions about this Contact your Bottomline Representative to discuss enablement
of any solutions to support your compliance, such as Bottomline
Risk Solutions including MFA and Secure Data Transfer, and how
else we can help you.

document, please
contact your Bottomline
Representative.

3. Schedule your CSP Independent Assessment via your Bottomline

Get Started Representative.

4. Complete Swift CSP Self-Attestation online and advise Swift and
your counterparties that you meet all mandatory controls by 31st
December 2025.
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